INTERNET SAFETY FOR YOUNG PEOPLE

The Internet is like having the world
at — shops, librasies,
mm”:m soclal scene. On the
Irtemet, there are good plices and
pasts that should be avoided or
entered cautiously, Be safe, Whether
o ey
Mg or Just +i
homework, leam to protect yourself.
When you surf the aet, you Aske:
¥ Vizuses, spnpwane and otlier things
Hachers use 10 20Cess your compulter.
 Spaen asd junk mail with 1inks 10 lure
04 10 naebsites that Can Kam yoe,
Less common but more sedous risks
includer
V Gettieg harassed, ballied of theeatened
Ly someone ealine.
¥ Belrgg In phiysical danger I 3 stalker,
rapist or chikl molesser finds you offline,
v Naving your personal information
WOk, PEtling you of yous lamily at
finandial risk ar wosse,
By taking simple steps, you can
protect your computer, your privacy
and your safety.

Keep your passwords private.

¥ Never give out passwonds Lo strangen or
cen Iriends

< Ian't shate your
passwoed ondne,
oven If the roquest
looks “official.”

-m.fw
nformation.
o Never uae yuur flng

of bist e In your
screen name, Create 3 sreen namie that reflects

your hobibies of tavorite music and doesn’t reveal

your geawder of hometann,

¥ Newver glve out youe nanie, addres, phone
rumbes, emall or othes penonal lnfeemation.
Don’t give out your team or school name of
anyihing ihat beips Kentify you offine.

o Be very <areful in <rat 20004 20d with
Irntant inesaging = cven with people you
know. Othier people are Hhely furking.

Beware of scams.

¥ Don't respond to offical Jooking emalls asking
for penonal information.

o Walch out for “froe” offen. These are often
scans Setaned Lo pet yout personal
Information.

 Check with an adui before fitfing cut any
oAU FOm Of v ey (hat asks foe penonal
Indormation,

o Don't open an emall attachiment unkss yoa

are expecting i1, e careful about downkoading

peograms of plug-Ins rom websites,

Don't trade pictures with people

you don’t know.

¥ Yoz can pever b vare poople ase really
who they say they are.

1§ somwone asks 10 56 2 pleture of you,
1T thens you don't e oae,

Don't respond to messages that

make you uncomfortable.

7 Tharse man Inlude sonseone ssking alaut
your bedy or chothes, wanting Lo know
where you Tive, making coomments about
e, OF sending theeatening mesage.

18 vou rceive messages 1hat pake you
uncomfcatable of scare you, tell 3 trusted
adalt right away. You can abo file a
Complalnn wah the welsite 5P or cell
plicere coempany,

Teens: If your parents don't know how o
e the Internet, help then learn how.
Shore them what you da whien you are
online. Your parents can help you stay safe.
Parents: Eemember 1hat & most cases,
you can belp your kds stay safe on the
Internet 3nd stll respect thelr peivacy.

1 you chooe 10 use pacental conteols,

]
Don't get together with

| someone you've met on the

| Intemet.

| Pecpte on the Mnlemet can peetend to
e someone they are not (for exampie,
an adudt can pretend to b a toen oe
KKI), Yiou can mevet e wate of 2
Jerson’s intentions,

| ¥t you think a pencn & safe and you
wane 1o meet, LK 1o your parents of
anaihiet trusted adult fist! Don't take
hankes!

| Be a responsible Intemet user!

| X't serud enéan of thieestening teat,
el 0 Instant messipes. No one
WIANES 30 Te0eiv e Upsetting miessages.

| ¥ e carelud what you write, even It
you Inink it Is just between you and
ancihies person, Mesages €0 exlly be
St 10 GRhet peopde On purpxse Of by

| mntake.

| ¥ It someone Is dosng somwething on
the Entemet that you don't ke,
don't respond, If It 1 dangerous o
Fratful 10 them of anctlics pessan,
tellan adule

Use the Intemet wisely.
And always remember to
protect yourself,




